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Abstract Wireless sensor networks (WSNs) have become widespread in recent years due to their uses in
healthcare, infrastructure monitoring, environmental sensing, tactical surveillance, and defense. However, their
inherent vulnerabilities pose significant security threats and performance challenges. WSNs are highly exposed to
wormhole attacks and congestion which affects the reliability and efficiency of a network. Current routing protocols
often lack comprehensive trust mechanisms to address these challenges effectively. This study aims to evaluate trust-
based multi-path routing protocols to counter wormhole attacks and minimize congestion, enhancing security and
performance in Wireless Sensor Networks (WSNSs). It focuses on six key trust attributes to identify the most
impactful factors. A survey of 29 network security experts of various experience levels examined six key trust
attributes: encryption, authentication, route disjointedness, observation similarity, packet delivery, and end-to-end
latency. Statistical techniques including descriptive statistics, correlation analysis, and principal component analysis
were used to assess each attribute’s impact. The similarity of observation and route disjointedness were identified as
the most crucial factors, with mean scores of 55.52 and 53.31. While authentication was valued, opinions varied,
suggesting it should be part of a broader security framework. No differences were found in trust attribute evaluations
based on qualifications or experience, indicating consensus among experts. The study shows that trust-based multi-
path routing can curb wormhole attacks and detect congestion in WSNSs.
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1. Introduction

Wireless Sensor Networks (WSNs) have emerged as
pivotal components of contemporary technology due to
their extensive applications across diverse domains,
including environmental monitoring, healthcare, industrial
automation, and tactical surveillance. The inherent
flexibility, cost-effectiveness, and scalability of WSNs
facilitate efficient data collection in remote, hazardous, or
dynamic environments [1]. Notwithstanding these
advantages, WSNs encounter considerable challenges in
security and performance, which impede their effective
utilization in mission-critical applications [2]. Among
these challenges, wormhole attacks and network
congestion are particularly detrimental, as they can
significantly undermine network reliability and efficiency.

Wormhole attacks are recognized as one of the most
critical threats to WSN security. In such an attack,
malicious nodes establish a direct tunnel that circumvents
regular network paths, creating a deceptive scenario in

which distant nodes appear to be in closer proximity,
thereby manipulating the network's topology [3]. This
fabricated topology not only results in routing errors and
packet losses but also facilitates subsequent attacks, such
as eavesdropping or selective forwarding, wherein critical
data may be intercepted or altered [4]. The ramifications
of such attacks are particularly severe in WSNs due to
their decentralized and ad-hoc nature, rendering them
highly susceptible to such disruptions [5]. Moreover,
wormhole attacks are challenging to detect using
conventional security measures, as they exploit the
legitimate functionalities of routing protocols [6].
Concurrently, network congestion remains a significant
performance issue within WSNs. Congestion often arises
from limited bandwidth, high traffic loads, or inefficient
routing, resulting in packet delays, increased energy
consumption, and potential packet loss [7]. This
congestion can be exacerbated by malicious attacks, such
as wormhole attacks, which redirect traffic through
specific paths, thereby creating network bottlenecks [8].
WSNs are typically deployed in environments
characterized by stringent energy and resource constraints,
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and congestion can substantially diminish network
lifetime and compromise data integrity [9]. Therefore, it is
imperative to develop solutions that concurrently address
security and performance to maintain the quality of
service (QoS) in WSNs [10].

Over the years, researchers have proposed various
strategies to alleviate the dual challenges of wormhole
attacks and congestion in WSNs. A promising approach is
trust-based multi-path routing. This method calculates
trust scores for each node based on performance metrics,
including packet delivery rates, latency, encryption, and
authentication [11,12]. Nodes with higher trust scores are
preferentially selected for routing, enhancing network
reliability and mitigating the likelihood of malicious nodes
disrupting traffic [12]. Trust-based routing presents a
flexible solution that safeguards against wormhole attacks
but also assists in balancing traffic loads to avert
congestion. Furthermore, it integrates seamlessly with
existing routing protocols, rendering it a viable option for
practical deployment [13,14].

2. Related Works

2.1. Wireless Sensor Networks

WSNs have become integral to many applications,
allowing them to be used ubiquitously. Environmental
monitoring, healthcare, and even domestic tasks have seen
the employment of WSNs [32]. The efficiency with which
these applications can carry out their tasks largely depends
on WSNs. This helps in sending out data from sensor
nodes in a secure manner. However, there are a few built-
in vulnerabilities that pose serious challenges in ensuring
the network's reliability and security.

2.2. Wormbhole Attacks in Wireless Sensor
Networks

In a wormhole attack, a set of nodes is configured in
pairs within the network to eavesdrop on the information
flow. One pair is set up in a location close to the data
source (for example, a user). The other pair is configured
to be near the data destination (for example, the Internet).
A wormbhole link, in effect a tunnel, is created between the
two network pairs [30,31]. Information originating from
the user is sent first to the eavesdropping pair, which then
passes it through the wormhole to the network pair just
outside the destination. This use of a network pair as a
transmission path enables the attackers to fake the
appearance of the data source while letting them
eavesdrop and access sensitive information. Indeed, any
attack that can compromise the integrity (or duplicate
appearance) of the data is a dangerous one, and it raises
questions about what kind of countermeasures can
effectively prevent such an attack.

A wormhole attack occurs when an attacker sets up a
location within the network to monitor information flow
and access sensitive data from users by creating a tunnel
or wormhole link between the source and destination
[30,31]. The nodes are configured in pairs, allowing
information to be transmitted and received between them
in the direction indicated by the antenna. This method can

effectively identify the wormhole through observable
fluctuations in the network related to the antenna [37].

2.3. Security Approaches for Wormhole
Attacks in WSNs

The Geographic and Temporal Leashes utilize GPS for
loose node synchronization making it possible to identify
certain kinds of wormholes. However, not all sensor
networks can use GPS [33].

The LITEWORP approach is a lightweight scheme that
is loosely based on the lemma that if a packet gets to its
destination, then it doesn't go through a wormhole. It has
unique features that allow it to do its task with very little
overhead. They also help us understand just what a
wormhole attack is and how it might be implemented [34].

Secure Localization and Wormhole-Resistant hybrid
techniques are used to detect wormhole attacks. These
methods have been used to give an overarching view of
wormhole attack detection in  multi-path  routing
environments [35,36].

The Radio Fingerprinting approach is used to obtain
data from devices that use fingerprinting, converting those
signals into digital forms to identify possible adversaries
[36]. The Directional Antenna method identifies
wormhole attacks by wusing pairs of nodes that
communicate in a very specific direction, thus isolating
fluctuations within the network [37].

2.4. Trust Computation Models in Multi-path
Routing Schemes

Central to trust-based routing is the computation of trust
scores for each node, derived from multiple performance
indicators including packet delivery rate, data consistency,
encryption, authentication, and end-to-end latency [14].
Nodes with higher trust scores are preferentially selected
for routing, thereby enhancing the security and
performance of the network. In recent years, various trust
computation models have been proposed, including
weighted summation, machine learning, fuzzy logic,
block-chain, game theory-based, and evolutionary
optimization models [12] [38-47].

The weighted summation model is widely utilized due
to its simplicity. This model aggregates diverse trust
attributes to create a composite trust score [22]. However,
the rigidity of this approach often limits its adaptability,
particularly in dynamic environments where node
behavior evolves rapidly, such as during a wormhole
attack [23]. More advanced techniques, such as machine
learning-based trust computation, have demonstrated
promise in addressing this limitation by dynamically
adjusting trust scores based on patterns in node behavior.
Although these methods are more computationally
intensive, they offer enhanced detection accuracy in
identifying compromised nodes [24].

Integrating trust-based multi-path routing with anomaly
detection further enhances the security of WSNs. By
distributing traffic across multiple trusted paths, the
network reduces reliance on a single path, thereby
diminishing the risk of wormhole attacks and alleviating
congestion [17]. This approach is particularly effective
when combined with hybrid detection mechanisms, which



Journal of Computer Networks 9

employ both trust metrics and cryptographic techniques to
ensure data integrity and network reliability [18].
Nevertheless, the effectiveness of these techniques in real-
world environments requires thorough validation [19].

2.5. Gaps, Contradictions and Inconsistencies

While significant progress has been made in the
development of trust-based routing protocols, several gaps
and inconsistencies persist. The absence of context-aware
trust metrics constrains the effectiveness of current
protocols in the dynamically evolving environments of
WSNs [25]. Most protocols depend on generic trust
attributes, which may not accurately reflect real-time
alterations within the network or account for transient
anomalies, such as wormhole attacks [26].

Existing studies predominantly rely on simulation-
based evaluations, which often do not capture the
complexities inherent in real-world WSN deployments.
These simulations typically presuppose static network
topologies and predictable traffic patterns, which may
indicate actual conditions in mobile or ad-hoc WSNs
[11,13,27]. Furthermore, there is a notable scarcity of
empirical studies that validate the long-term performance
of trust-based routing protocols under varying
environmental conditions, such as harsh weather, physical
tampering, or network congestion [12].

Although hybrid models that integrate cryptography
and trust-based routing offer enhanced security, their
substantial computational requirements often render them
unsuitable for deployment in energy-constrained WSNs.
These models require further optimization to achieve
security, performance, and resource efficiency [18,20].

Addressing these gaps necessitates several future
research directions. Developing context-aware trust
metrics that can adapt to real-time changes in network
behavior is essential for enhancing the accuracy of trust-
based routing protocols [25,26]. Such metrics must be
sensitive to dynamic factors, including node mobility,
fluctuating traffic loads, and environmental interference.
Furthermore, the integration of machine learning
algorithms into trust computation models has the potential
to improve adaptability, enabling the network to learn
from historical behavior and predict potential security
threats [24,28,29].

3. Methodology

3.1. Research Design

This study used a descriptive survey methodology to
collect expert opinions on trust-based attributes essential
for mitigating wormhole attacks and congestion in WSNs.
The study involved carrying out an expert opinion to
establish whether cyber security experts can adopt the
trust attributes identified from the Systematic Literature
Review for practice in the industry. The target population
selected for this research were network security experts in
cyber security within Kenya.

The snowballing sampling method was employed to get
a sample size of 29 experts to validate trust attributes. The
expert opinion survey questionnaire was pretested by

involving 5 network security experts. The pretest was
carried out to help the researcher improve the
questionnaire's reliability. These experts participated in a
survey that assessed their evaluations of six critical trust
attributes: encryption, authentication, route disjointedness,
similarity of observation, packet delivery, and end-to-end
latency as identified from the literature.

Data analysis was conducted utilizing descriptive
statistics, correlation analysis, and Kruskal-Wallis tests to
assess differences in trust attribute ratings. Cronbach’s
alpha test was administered to evaluate the internal
consistency of the survey items, and Principal Component
Analysis (PCA) was employed to identify potential
underlying factors that account for the variance in trust-
based evaluations.

3.2. Research Questions

This study was guided by the research question, what
trust-based attributes can be used to design a multipath
routing technique in WSNs? It was further broken down
into four specific research questions to ease data collection
and analysis. The specific research questions are as
follows:

RQ1. Which trust attributes are currently leveraged by
existing protocols to evaluate and select candidate paths
for multi-path routing?

RQ2. What models are adopted for trust computation in
multi-path routing schemes?

RQ3. How effective are current techniques for
detecting wormhole attacks within WSNs?

RQ4. To what extent are existing methods successful in
avoiding network congestion in multi-path routing
scenarios?

4. Results

4.1. Analysis of Real-World Scenarios

In agriculture, wireless sensor networks monitor soil
moisture, temperature, and humidity. The authentication
attribute ensures nodes are assigned trust scores based on
their history of transmitting accurate data. Data from critical
sensors is routed through multiple paths, cross-checking for
security sensors using similarity of observation.
Consistency checks among data received via different paths
help detect malicious nodes by use of encryption
mechanisms. Route disjointedness attribute prevents single
data dependency for sensor data. The end-to-end latency
ensures data real-time updates for irrigation systems. Packet
delivery checks the reliability of farming decisions.

WSNs deployed for battlefield surveillance collect
sensitive data such as troop movements or environmental
conditions. Trust-based routing ensures that only
authenticated nodes participate in data transmission.
Abnormal delays introduced by wormholes are detected
using trust metrics tied to route latency. Route
disjointedness ensures safe communication in hostile areas
as packet delivery delivers data quickly for mission
success. The similarity of observation ensures that
observations are correlated with surveillance systems.
Encryption attribute safeguards classified communication.
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Wearable devices and health sensors transmit critical
patient data to healthcare providers. A wormhole attack
could delay or alter life-saving information. Malicious
nodes often consume more energy while rerouting data.
Monitoring node energy patterns helps identify suspicious
activity. Critical health data is routed through redundant
trusted paths for accuracy verification. The route
disjointedness trust attribute prevents redundancy for
patients' essential data. Authentication and encryption
trust attributes help to protect the network from rogue and
secure sensitive health information respectively. Packet
delivery guarantees vital data delivery to its destination.

4.2. Empirical Results

Respondents were asked to state their highest level of
education. Findings show that the respondents had
obtained a bachelor’s degree possessed over five years of
industry experience and had completed network security
studies at the bachelor's level, with a similar proportion
having undertaken three to four professional courses in the
discipline (36.4%). Most respondents rated their
knowledge of network security between 6 and 10 on a 10-
point scale, reflecting moderate to high levels of expertise.
The respondents' network security qualifications and
expertise are presented in Table 1, highlighting their study
levels and professional courses in the field.

Table 1. Network Security Background

against wormhole attacks as shown in Table 2.

Table 2. Descriptive Statistics for Trust Attributes

Trust Attributes | Min Max Mean Std Dev
Encryption 1 5 45.66 30.90
Packet Delivery
Existing Ratio 1 5 48.38 25.81
End to End 1 5 | 4440 2378
latency
Authentication 1 5 50.62 28.69
Route
New Disjointedness 1 5 95.52 3162
Slml|al’lt¥ of 1 5 53.31 30.90
Observation

Level of Education Frequency Percentage
Diploma 4 13.8
Undergraduate 15 51.8
Masters 5 17.2
PhD 5 17.2
Total 29 100

An analysis of trust attributes provided insights into the
significance that experts attribute to various characteristics
for securing WSNs. A sample size of 29 security experts
was used. The route disjointedness trust attribute emerged
as the highest-rated security, with a mean score of 55.52
showing its critical role in identity verification and
preventing unauthorized access. This finding suggests that
experts consider route disjointedness essential for ensuring
that only authorized entities can interact with the network,
thereby mitigating the risk of wormhole attacks.

The end-to-end latency trust attribute exhibited the
lowest variability, with a mean score of 44.40, indicating a
strong consensus among experts regarding its vital role in
maintaining network performance. This outcome underscores
the importance of ensuring timely data transmission, as
delays in a WSN could render the network susceptible to
disruptions or security vulnerabilities. The emphasis on end-
to-end latency highlights the necessity for efficient routing
mechanisms within mobile node environments.

Regarding reliability, the encryption trust attribute
attained a mean score of 45.66 reflecting divergent
opinions among experts concerning the extent to which
encryption alone can ensure network reliability. While
encryption is essential for safeguarding data in transit,
experts may perceive it as merely one of several
complementary measures required to secure the network

Findings indicate that trust attributes related to security,
particularly authentication, are highly regarded in
mitigating wormhole attacks. The strong consensus
regarding the significance of end-to-end latency for
network performance underscores that timely data
transmission is essential for effectively operating WSNs,
particularly in scenarios involving mobile nodes.

The moderate rating assigned to encryption implies that,
while it is recognized as important, experts may perceive
it as merely one component of a more comprehensive
security strategy addressing wormhole attacks. A
reliability analysis used Cronbach's alpha to assess the
internal consistency of the six trust-based items under
evaluation. The resulting Cronbach's alpha value of 0.717
indicates satisfactory internal consistency.

Furthermore, the new trust attributes were correlated
with the encryption trust attribute and were analyzed using
a two-tailed Spearman’s rho correlation because it
measures the strength and direction of a relationship
between two variables. The results of this analysis are
presented in Table 3.

Table 3. Correlation Analysis

Encryption trust

Authentication 0.541, p=0.038
Route disjointedness 0.675, p=0.024
Similarity of observation 0.129, p=0.027

A significant positive correlation was observed between
encryption trust and authentication trust (correlation =
0.541, p = 0.038), suggesting that experts who value
encryption also  recognize the significance of
authentication in enhancing network security. This implies
that encryption and authentication are perceived as
complementary attributes that contribute to the overall
security of network systems.

The route disjointedness trust attribute (security) was
positively correlated with encryption trust (correlation =
0.675, p = 0.024), the connection of these attributes in
maintaining network resilience. Experts who highly rate
route disjointedness are likely to emphasize encryption,
indicating that these attributes collaboratively enhance
secure routing.

The similarity of observation exhibited a moderate
positive correlation with encryption trust (correlation =
0.129, p = 0.027). This indicates that experts who value
encryption, tend to consider the similarity of observation
as important for security as shown in Table 4.
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Table 4. Ranks by Years in Industry

Attribute Mean Rank
Encryption 34.46
Authentication 34.31
Route Disjointedness 34.43
Similarity of Observation 33.87
Packet Delivery 34.41
End-to-End Latency 33.87

The ranks for each trust attribute are shown in Table 4.
It was observed that encryption had the highest mean
value of 34.46, while route disjointedness was ranked
second with a mean of 34.43. This suggests that these trust
attributes highly favor security-related attributes, and
Authentication, packet delivery, and end-to-end; latency
highly favor performance-related attributes. Experts were
grouped based on their knowledge scores to explore
further the relationship between trust attributes and
network security knowledge as shown in Table 5.

Table 5. Ranks by Network Security Knowledge Score

0.197). Likewise, no significant differences were observed
in the mean ranks of trust attributes based on network
security knowledge scores. Experts rated encryption trust
higher (mean rank = 30.97), but this difference also lacked
statistical significance (y* = 3.730, p = 0.247).

These findings imply that perceptions of trust attributes
were uniform across experts, regardless of their
experience or knowledge levels. This consistency
underscores the universal significance of these attributes
for the security of WSNs indicating that trust-based
strategies can be effectively applied across varying levels
of expertise.

Before conducting factor analysis, the Kaiser-Meyer-
Olkin (KMO) measure and Bartlett's Test of Sphericity
were employed to assess the appropriateness of the data
for such analysis. The KMO value was recorded at 0.743
which is acceptable. Furthermore, Bartlett’s Test of
Sphericity produced a significant result (3> = 29.837, p =
0.013), demonstrating that the correlation matrix is not an
identity matrix, thus confirming that factor analysis is
warranted as shown in Table 7.

Table 7. KMO and Bartlett’s Test

Attribute Mean Rank
Encryption 30.97
Authentication 31.27
Route Disjointedness 31.12
Similarity of Observation 34.68
Packet Delivery 31.00
End-to-End Latency 31.82

Similarity of observation was ranked highest with a
mean value of 34.68. This suggests that this trust attribute
is important in security-related issues. End-to-end latency
also had a mean of 31.82. This indicates that the
performance of the network also highly contributes to the
trust of a network.

The Kruskal-Wallis test statistics for network security
knowledge scores are shown in Table 6. Similar to the
analysis by years in industry, no statistically significant
differences were found between the groups for any trust
attribute, as all p-values are greater than 0.05.

Table 6. Kruskal-Wallis Test Statistics by Network Security
Knowledge Score

Test Result
Kaiser-Meyer-Olkin (KMO) Measure 0.743
Bartlett’s Test of Sphericity
Approx. Chi-Square 29.837
df 15
Sig. 0.013

Communalities represent the proportion of each
variable’s variance that the extracted factors can explain.
As illustrated in Table 8, all trust attributes exhibited
relatively high communalities following extraction, with
values ranging from 0.678 for the end-to-end latency trust
attribute to 0.953 for the encryption trust attribute. This
indicates that the extracted factors can explain a large
proportion of the variance in each trust attribute.

Table 8. Communalities of Trust Attributes

Trust Attribute Initial Extraction
Encryption 1.000 0.953
Authentication 1.000 0.816
Route Disjointedness 1.000 0.747
Similarity of Observation 1.000 0.678
Packet Delivery 1.000 0.828
End-to-End Latency 1.000 0.686

Attribute Chi-Square df Asymp. Sig.
Encryption 3.730 2 0.247
Authentication 2.940 2 0.230
Route Disjointedness 2424 2 0.298
Similarity of Observation 0.870 2 0.647
Packet Delivery 2.105 2 0.349
End-to-End Latency 1.597 2 0.450

The results of the Kruskal-Wallis test indicate no
statistically significant differences in the ratings of trust
attributes by experts based on their years of industry
experience or network security knowledge scores. This
finding suggests that evaluations of trust attributes,
including encryption trust, authentication trust, and packet
delivery trust, were consistent among experts, irrespective
of their levels of experience or knowledge.

For instance, the mean rank for the encryption trust
attribute was 29 for experts was 34.46, however, this
difference was not statistically significant (y*> = 1.667, p =

The Principal Component Analysis (PCA) identified two
components with eigenvalues exceeding 1. Collectively,
these components accounted for 79.09% of the total
variance. Specifically, the first component elucidated
40.84% of the variance, whereas the second component
contributed an additional 38.25% as shown in Table 9.

Table 9. Total Variance Explained

Component Initial Percent (%) Cumulative
Eigenvalues of Variance Percent (%)

1 2.451 40.843 40.843

2 2.295 38.249 79.092

The component matrix illustrates the loadings of each
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variable onto the extracted components before rotation.
The variables of encryption trust, authentication trust, and
packet delivery trust exhibited substantial loadings on the
first component. In contrast, the route disjointedness trust
and similarity of observation trust demonstrated strong
loadings on the second component. This suggests that the
first component encompasses security-related attributes,
while the second pertains to performance-related attributes
as shown in Table 10.

Table 10. Component Matrix

Trust Attribute Component 1 Component 2
Encryption 0.597 0.771
Authentication 0.897 0.107
Route Disjointedness -0.010 0.881
Similarity of Observation -0.498 0.662
Packet Delivery 0.903 0.116
End-to-End Latency 0.476 -0.678

After conducting varimax rotation to optimize the
loadings of variables onto one of the two components, a
more discernible pattern emerged. Encryption trust,
authentication trust, and packet delivery trust exhibited
high loadings on Component 1. Route disjointedness trust,
similarity of observation trust, and end-to-end latency trust
demonstrated high loadings on Component 2 as shown in
Table 12.

The trust attributes in Component 1 are more aligned
with reliability and performance, while Component 2 is
more tied to security aspects. These components reflect
two distinct priorities in the assessment of trust attributes
with one focusing on performance and reliability, the
other on security and timing.

4.3. Comparison with Existing Frameworks

Different theoretical frameworks that utilize trust
attributes in multipath routing to curb wormhole attacks in
wireless sensor networks (WSNSs) vary in methodology,
trust attributes, and overall effectiveness. Table 11
compares existing frameworks based on key parameters.

Fuzzy Logic and Machine Learning frameworks excel
in adaptive and uncertain environments but are resource-
heavy. Blockchain-based models offer high security but
may not scale well in low-power, resource-constrained
WSNs. Game Theory and Probabilistic Models are
lightweight alternatives but may lack sophistication
against advanced threats. A trust-based multipath
congestion avoidance technique approach combining
multiple attributes achieves better trade-offs between
security, efficiency, and adaptability.

5. Discussion

5.1. Implications of Real-World Scenarios

In agriculture, real-world scenarios often need intuitive
decision-making as farmers face complex environmental
conditions such as pest outbreaks, and crop growth stages.
Technology helps optimize irrigation, monitor soil
conditions, and predict weather changes.

Autonomous systems like drones and satellites collect
large amounts of data that can be analysed for threats or
enemy movements. While technology can provide
situational awareness, humans guide strategy in high-
pressure situations where there may be too much noise in
the data.

Machine learning and Al tools can analyse patient data,
to identify patterns that suggest potential diagnoses or
predict outcomes. Healthcare professionals often rely on
intuition gained through years of experience.

Table 11. Comparison with existing Theoretical Frameworks

Framework Type

Attributes used

Strengths Weaknesses

Trust Aware Routing Framework
(TMRF)

Node Reliability, Packet forwarding

Ratio, Energy consumption

Highly effective in identifying

malicious nodes Computationally intensive

Fuzzy Trust Based Multipath

Latency, Energy consumption,

Handles uncertainty High computational overhead

Routing (FTMR) throughput effectively
Block Chain Integrated Trust CONSENsus SCores High security and fault Resource intensive
Model (BCITM) tolerance

Game Theory-Based Trust (GTBT)

Payoff functions

Promotes cooperation Complex modelling

Machine Learning Based Model
(MLBM)

Machine learning algorithms, ANN,

SVM

High computations and data

Adaptive and accurate demands

Trust Based Multi- Path
Congestion Avoidance Technique
(TB-MPCAT)

Authentication, encryption, route

disjointedness, packet delivery ratio,

similarity of observation, latency

Highly effective in identifying
malicious nodes, high
security, and performance

High computational overhead

Table 12. Rotated Component Matrix

Trust Attribute Complonent Component 2
Encryption 0.824 0.522
Authentication 0.880 -0.205
Route Disjointedness 0.291 0.832
Similarity of Observation -0.242 0.793
Packet Delivery 0.888 -0.198
End-to-End Latency 0.216 -0.800
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5.2. Empirical Study Implications

The study shows that Similarity of observation and
Route disjointedness were identified as the most critical
attributes for mitigating wormhole attacks and ensuring
optimal performance in WSNs. These findings are
consistent with prevailing scholarly consensus, wherein
authentication is frequently emphasized as a primary
defense mechanism against unauthorized access to sensor
networks.

The attribute exhibiting the lowest variability, with a
mean score of 3.27 (SD = 0.467), was end-to-end latency,
indicating a strong consensus regarding its significance for
network performance. In WSNs, the prompt transmission
of data is important, as delays may result in vulnerabilities
such as data loss and network congestion, especially
within mobile node environments. Kruskal-Wallis test
yielded no significant differences in latency ratings based
on participant qualifications or industry experience,
thereby implying that the necessity for low latency is
universally acknowledged among experts.

The findings also underscore the diverse perspectives
concerning the adequacy of encryption in guaranteeing
network reliability. Although encryption exhibited a
moderate mean score of 3.36 (SD = 1.43), its relatively
high loading in the PCA indicates that it is regarded as a
crucial, albeit not singular, security measure.

Conversely, the analysis revealed no statistically
significant differences in the assessment of trust attributes
based on years of industry experience, implying that
perceptions of network security remain relatively

consistent across varying levels of professional experience.

The PCA test identified two components that account
for 79.09% of the variance in trust attribute evaluations.
The first component predominantly included security-
related attributes such as encryption, authentication, and
packet delivery, whereas the second component was
linked to performance-related attributes, including route
disjointedness and end-to-end latency. This bifurcation
underscores the dual emphasis in WSN security on both
the prevention of malicious attacks and the maintenance of
optimal network performance.

5.3. Implications of Comparison with Existing
Frameworks

Fuzzy Logic and Machine Learning frameworks excel
in adaptive and uncertain environments but are resource-
heavy. Blockchain-based models offer high security but
may not scale well in low-power, resource-constrained
WSNs. Game Theory is a lightweight alternative but may
lack sophistication against advanced threats. A trust-based
multipath congestion avoidance technique hybrid approach
combining multiple techniques often achieves better trade-
offs between security, efficiency, and adaptability.

6. Conclusion

The findings of this study provide significant insights
into the trust-based attributes deemed critical for
mitigating wormhole attacks and preventing congestion in
WSNSs. The emphasis on authentication and end-to-end

latency highlights the necessity for a multi-layered
security approach that effectively balances protection and
performance. While encryption remains an essential tool,
it must be supplemented by additional strategies, such as
route disjointedness, to enhance network resilience against
sophisticated threats, including wormhole attacks.

In this review, real-world scenarios appreciate the use
of the new set of trust attributes in enhancing the
performance, reliability, and security of agriculture, health,
and surveillance systems.

Future research should concentrate on the development
of context-aware trust metrics and the empirical testing of
these attributes in real-world scenarios to validate their
effectiveness. Moreover, it is imperative to investigate
hybrid trust computation models applying machine
learning to detect patterns and predict congestion in real-
time reroute packets proactively. and prevent spoofing
attacks during authentication processes.
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